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January 25, 2014 

Attorney General David M. Louie 
Department of Commerce and Consumer Affairs 
345 Kekuanoa Street, Suite 12 
Hilo, HI 96720 

Dear General Louie: 

I write to inform you that Neiman Marcus Group discovered that a criminal cyber-security 
intrusion had occurred on its systems which may have affected Hawaii residents.' 

In mid-December, the Neiman Marcus Group's merchant processor informed the Neiman 
Marcus Group of potentially unauthorized payment card activity that occurred following 
customer purchases at Neiman Marcus Group stores. The Neiman Marcus Group informed 
federal law enforcement agencies and began working actively with the U.S. Secret Service, the 
payment brands, its merchant processor, a leading investigation, intelligence and risk 
management firm, and a leading payment brand approved forensics firm to investigate the 
situation. As a result of the investigation we initiated, using two of the leading computer forensic 
investigative firms, we learned for the first time on January 1, 2014 (preliminarily), and then 
more concretely on January 2 and 3, that sophisticated, self-concealing malware that can 
"scrape" (copy from temporary memory during execution of payment) payment card information 
("the scraping malware") had been clandestinely inserted into our system. We later learned that 
this malware had been inserted in our system as early as July 2013. Separate, related malware 
that allows this scraping malware to function appears to have been clandestinely inserted earlier 
in 2013. Neiman Marcus was not aware of any of this hidden malware until it was discovered 
this month by our investigative experts. Based on current information, the possibly compromised 
personal information included name and other Track One payment card data, but, to Neiman 
Marcus Group's knowledge, did not include other sensitive personal information such as Social 
Security numbers or dates of birth. The Neiman Marcus Group does not use PIN pads in our 
stores. 

To date, the information provided to the Neiman Marcus Group by its merchant processor and 
the credit card companies state that about 2,400 unique credit or debit cards used at Neiman 
Marcus stores were subsequently used for fraudulent transactions. The credit card companies 
informed us that these cards were all previously used at Neiman Marcus stores. However, for 
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the vast majority of these cards, we have not been provided information about whether these 
cards were also used at other retailers that may have been subjected to a cyber attack. 
Therefore, we cannot confirm whether Neiman Marcus or another merchant was the source of 
information for the fraudulent cards. We have postal addresses for about 71% of these 
cardholders. The addresses that the Neiman Marcus Group possess indicate that 5 of these 
individuals are residents of Hawaii. 

On January 10, the Neiman Marcus Group sent emails to those cardholders in this group of 
approximately 2,400 for whom we had email addresses. We also issued a public statement that 
we had suffered a data security incident. For those account holders for whom we had postal 
addresses, we began preparing letters, which were mailed the next business day. 

Based on information received at this point in the investigation, which is ongoing, it appears that 
the scraping malware was active between July 16, 2013 and October 30, 2013, and therefore may 
have been obtaining payment-card information during this time. At this point in the 
investigation, it appears that scraping malware was not operating at all Neiman Marcus Group 
stores and was probably not operating each day during this period. Thus, we cannot state 
definitively which payment cards may have been impacted by the scraping malware. 

The number of unique payment cards used at all Neiman Marcus Group stores during the July 
16, 2013 to October 30, 2013, period was approximately 1.1 million. The Neiman Marcus 
Group does not possess postal address information for approximately 31% of these individuals, 
and so we have placed a public notice on our website explaining the data security incident, and 
we are distributing notice to major media outlets. 

The addresses that the Neiman Marcus Group does possess indicate that 9,680 Hawaii residents 
used a payment card at Neiman Marcus during the July 16, 2013 to October 30, 2013 period, 
although the Neiman Marcus Group has more than one address for some customers, and so 
certain residents may be counted in two states. This information is preliminary, and we expect 
the information to become more definite as the investigation continues. 

On January 16, our CEO Karen Katz issued a public letter, posted on our website with a clear 
and prominent link from our home page, and explained that we had been the victim of a data 
security incident. As part of our commitment to our customers, we are offering one free year 
of credit monitoring and identity theft protection to all customers who shopped with us at any 
Neiman Marcus Group store or online between January 2013 and January 22, 2014. The 
notifications and FAQs can be accessed at this link: 
http://www.neimanmarcus.com/infosecurity.  On January 22, we issued individual notifications 
by email and letter to all customers who used a payment card for any Neiman Marcus Group 
transaction, in any store or online, any time in the past year for whom we have contact 
information. Like our website notice, this notification will provide information about the data 
security incident and the free credit monitoring and identity-theft insurance we are providing. 

Notably, these notices are being sent not only to the group of cardholders whose information 
appears to have been potentially exposed during the period the scraping malware was 
operating — based on the information at this point in the investigation — but also to a much 



larger group. We are taking these broader notification steps in an abundance of caution in light 
of the uncertainty at this stage of the investigation. Fundamentally, our goal is to communicate 
to all our customers that taking care of them is and has always been our top concern. 

As a precaution, the Neiman Marcus Group is offering complimentary credit monitoring 
services to all customers who shopped with us at any Neiman Marcus Group store or online, 
any time between January 2013 and January 22, 2014, and it has provided other precautionary 
information and measures customers can take to safeguard their identities. For your 
convenience, a copy of the notice template sent to possibly affected Hawaii residents is 
enclosed with this letter. 

In response to this incident, the Neiman Marcus Group has taken and is taking a number of steps 
to contain the situation to help prevent an unlawful intrusion like this from happening again. 
Among them, the Neiman Marcus Group is: 

• Contacting and working directly with federal law enforcement agencies 
• Conducting a full review of all of its payment card information systems and vulnerability 

assessment with the payment brands, its merchant processor, a leading investigations, 
intelligence and risk management firm, and a leading payment brand approved forensics 
firm 

• Reviewing its intrusion detection systems and firewalls 
• Reinforcing its security tools 
• Reviewing and hardening its systems 
• Modifying its software and security credentials 
• Searching for and removing all malware it discovers in the course of its investigation. 

If you have any questions or need further information regarding this incident, please do not 
hesitate to contact David Hoffman at Sidley Austin LLP or Anthony Jannotta at Dentons. Their 
contact information is listed below. 

Sincerely, 

Tracy M. Preston 
Senior Vice President, General Counsel 
Neiman Marcus Group 



Contact information: 

David H. Hoffman, Sidley Austin LIP 
Phone: 312-853-2174 
Email:  david.hoffman@sidley.com   

Anthony Jannotta, Dentons 
Phone: 212-768-6870 
Email:  anthony.jannotta@dentons.com  
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Karen Katz 
President and Chief Executive Officer 

We deeply *get and are very sorry that some of our customers' payme_re cards were used fraudulently after making 
purchases at our stores. We have taken sieps to notify those affected customers for whom we have oantod iriorrnaiian. 
We aim ko circled your personal and financial information. We wart you aferrays b feel ooriidert shopping at Neiman 
Marcus and your trust in us is our absolute lxionly. As best we know icday, social security numbers and birth dates were 
not compromised. Customers lhat shopped online do not appear at this lime so hove been irrpoded by the canna' 
cybersecunty intrusion. Your Ptslwas never at risk because we do not use PIN pads in our stores. 

We hare token and ore caroming is lake a number of steps to contain the situation, and la help prevent art unlawful 
intrusion like this horn happening again. Actions we have taken Include waking with federal by enforcemert, disabling 
the malware we hate Found, enhancing our security loots, and assessing and reinforcing our ;elated paymen cad 
systems in light of this new heat. 

In irtdDecember, we were informed al potent* unauthorized paymert card amity that occurred kilawmg customer 
purchases at our stores. V'vle quickly began our investigation and hired o forensic Investigior. Our forensic investigator 
discovered evidence an Jarrowr 1st iho a criminal cybersecurity intrusion had occurred. Tice forensic and criminal 
investigations continue. 

If you ore concerned about fliauduteni -activity, you can take severd steps: 

* Check yOUI paymeni cord stierrents and if any suspicious a haiclulent activity appears, 
*lase calf your cad Issuer to report it. 

• Coniaci your local slate a call our credit division 1.800.685.6695, if you see 
frauctuleni amity on your Neiman Marcus Card. 

The policies of the payment brands such as Visa*, MastesCarcl*, American Expresso, Discovereard the Neiman Marcus 
cad provide that you have zero liability for any unauthorized charges if you report them in a timely manner 

If you have made a payment mod ourthase ai Neiman Iviarcos between January, 2013 and January, 2014 we will 
be offering you one year of free credo monitoring service for on added byer of protection. Sign up instructions for this 
service will be provided at www.neirnonmarcus.artn/infosecunly by Friday, January 24, 2014. 

Even as the world-  of retailing changes and heals to our business such as gamma{ cybersecuriy attacks occur. 
Neiman Marcus Group remains steadfast in our commitment to delivering exceptional customer service. 

Thank you for your patience. your trust in us and your business as we deal with this unfortunate and regrettable intrusion. 

Snow* 

Karen Katz 	11,1 
President and CEO 
Neiman Marcus Group 



US  State Notification Requirements 

For addlional informatice. you may contact Neiman Marcus noiline, hosted by Experiant at 066) 579-2216, 
or visit our informational website, veintneimanmarcus.coninfosecurity. 

For residents of California, Hawaii, tfrnors, iowa. Maryland, Michigan. Afissouti North Carolina. Oregon, 'Vermont. 
VIIIIIiiti12, West ifintinia,. and Iftomino: 
N is recommended by slate law that you remain viglart for incidents of fraud and identity theft by reviewing ere* card account 
statements and monitoring your credit report for unauthorized activity. You Frey obtain a copy of your treat report, free of 
charge, Metier or not you suspect any unauthorized activity on your account by contacting any one or more of the ration& 
consumer reporting agencies fisted below. They can also provide you wit inftemation about fraud Wens, and security freezes. 

Equifax 	 Esperian 	 Translinion 
P.O. Box 740241 	 F.O. Box 2104 	 P.O. Box 6730 
Manta, GA 30348 	 Men, TX 75013 	 Rilerion, CA92834-6790 
1400485-1111 	 1-888-337-3742 	 1-877-322-82N 
mini.. eiwidatoom 	 wiintexpenartcom 	 Ilwiwtratistai ion. corn 

For residents of Iowa: 

State law advises you to report any suspected identity theft t taw enforcement or to the Attorney General. 

For midwife of Orman: 
State taws adiiise you to repot any suspected identity theft  to  taw enforcement, as 'rod as the Federal Trade Commission,. 

For residents of Rinds, Maryland and North Carolina: 
State laws require us to tell you that you can obtain int:maim from the Federal Trade Ccromission Aoki steps you car take to 
avoid identity the (includhig how to place a fraud alert or security freeze). If you are a Maryland or North Cambria resident, you 
Troy also be able to obtaii *is informaion from your slates Attorney General. 

IAD Attorney General's Office 	NC Attorney General's Office 	Federal Trade Commission 
Consumer Protection Division 	Consumer Pratection Division 	 Consumer Response Center 
2110 St. Paul Place 	 9001 litil Service Center 	 600 Pennsytvania Avenue, heiN 
Baltimore, MD 2'1202 	 Raleigh, PC 276994001 	 Washington, OC 20590 
1 -881-743-0323 	 1477566-7226 	 1-877-ICffHEFT (438-4338) 
www.con.staterndAs 	 htlirtiwiwunolci.00W 	 invwftc. noWbcsieduim icrositeslidti eft? 

For re ,...4 i dente of Massachusetts and West tirrornra: 

State lams require us to 0111311TI you of your right to obtain a poke report I you are a victim of identity theft. You also hive the 
right to place a security freeze cal your credit report. A secanity freeze is intended to prevent credit toms and services front being 
approved in your name without your consent however, wing a security freeze may delay your allay loci:dam treat 

To place a security freeze on your credt report, you need to send a request to a =warner reporfing agency by ceded mad, 
overnight mail or regular stamped mad. The follow* information =St be included Olen requesting a warily freeze {note that 
if you are requesting a iredit report for rxtr spouse, this information must be provided for timitiN as welly (1) WI name, Nth' 
rrickle initial and any suffixes; (2) Social Security! number; (3) dale of birth; {4} current address and any previous addresses for 
the past five years; and (5) any applicable inciderit report or complaint with a law enforcement agency or the Registry of Motor 
Vehiotes, The request mist also iodide a oopy of a goverrimerit-iseired identification card and a cgiy of a recent utility bill or 
bard; or ins/rano? statement. It is essential that eadi copy be legible, tisplay your name and anent flaring address;  and the 
dale of issue. The consorter reporting agency may diarge a fee of ur. to $5.03 to place a freeze or lift or minute a freeze, unless 
you are a victim of identity theft or the spouse of a Wcim of identity theft, and you have submitted a wilidpdize report relating to 
the identity theft incident to the consumer report* agency 

Equibx Security' 	Freeze 	 Experian Security Freeze 	 Trarsitinion (FWD) 
P.O. Box 105788, 	 p.a Box 9554 	 P.O. Soo 6730 
Manta, GA 30348 	 Allen, TX 75013 	 Fullerton, CA 32834-6793 
wentetwifaccoom 	 www.experiamixen 	 wwwirans um ion . corn 


