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November 3, 2023

Subject: Notice of Data Security Incident

Dear I

AlohaCare 1s letting you know about a recent data security incident. The incident involved your personal
information. This letter includes steps you can take to help protect your personal information. We are also
offering you free credit monitoring and identity protection services.

What Happened?

On or around May 31, 2023, AlohaCare learned that we were part of an incident involving a file
transfer tool. This file transfer tool is called MOVEit. The incident was called a “zero-day
vulnerability.” This incident affected companies around the world.

AlohaCare immediately hired a team of cybersecurity experts. This team investigated activity around
the incident.

Our mvestigation ended on October 17, 2023. We determined that your personal information may
have been impacted as a result of the incident.

What Information Was Involved? The impacted information may have included your:

e Name,

e Address,

e Date of birth, and

e Social Security number.
What Are We Doing?

AlohaCare took the steps described above.

We put additional security measures in place. We have decreased the risk of a similar incident
happening in the future. AlohaCare 1s serious about protecting your information.

We are offering you free credit monitoring services. You can access Single Bureau Credit
Monitoring/Single Bureau Credit Report/Single Bureau Credit Score services for free. You will
get alerts when changes occur to your credit file. You will get an alert the same day that a change or
update takes place with the credit monitoring company. You may access these services for twelve
(12) months from the date you enroll.

We are providing you with a phone number to call. Call us if you have questions. You can also call
us if you become a victim of fraud.
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What Can You Do?
e Review the information in this letter.
e Enroll in the free credit monitoring services. The credit monitoring services are provided by
Cyberscout through Identity Force, a TransUnion company.

How Do I Enroll in Credit Monitoring?
e You must be over the age of eighteen (18)
¢ You must have established credit in the U.S.
¢ You must have a Social Security number to your name, and
¢ You must have a U.S. residential address associated with your credit file.

Please log on to https://secure.identityforce.com/benefit/alohacare. Follow the instructions provided. Use
the following unique code to receive services:
¢ You must enroll within 90 days from the date of this letter.
You must have an internet connection.
You must have an e-mail account.
Credit monitoring may not be available to minors under the age of 18 .
You may be asked to verify personal information when you sign up. This is to confirm your identity.
This is for your own protection.

For More Information. Call if you have any questions regarding the incident. Or call us if you need
guidance with enrolling in credit monitoring. Please call 1-833-415-2510. The hours are 8:00 A.M. ET to
8:00 P.M. ET, Monday through Friday, excluding holidays.

AlohaCare appreciates your understanding. We apologize for any worry this may cause you.
Sincerely,

AlohaCare



STEPS YOU CAN TAKE TO HELP PROTECT YOUR INFORMATION

Review Your Account Statements and Notify Law Enforcement of Suspicious Activity: As a precautionary measure, we
recommend that you remain vigilant by reviewing your account statements and credit reports closely. If you detect any
suspicious activity on an account, you should promptly notify the financial institution or company with which the account is
maintained. You also should promptly report any fraudulent activity or any suspected incidence of identity theft to proper law
enforcement authorities, your state attorney general, and/or the Federal Trade Commission (FTC).

Copy of Credit Report: You may obtain a free copy of your credit report from each of the three major credit reporting
agencies once every 12 months by visiting http://www.annualcreditreport.com/, calling toll-free 1-877-322-8228, or by
completing an Annual Credit Report Request Form and mailing it to Annual Credit Report Request Service, P.O. Box
105281, Atlanta, GA 30348. You also can contact one of the following three national credit reporting agencies:

Equifax Experian TransUnion

P.O. Box 105851 P.O. Box 9532 P.O. Box 1000
Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19016
1-800-525-6285 1-888-397-3742 1-800-916-8800
www.equifax.com WWW.experian.com WWW.transunion.com

Fraud Alert: You may want to consider placing a fraud alert on your credit report. An initial fraud alert is free and will stay
on your credit file for at least one year. The alert informs creditors of possible fraudulent activity within your report and
requests that the creditor contact you prior to establishing any accounts in your name. To place a fraud alert on your credit
report, contact any of the three credit reporting agencies identified above. Additional information is available at
http://www.annualcreditreport.com.

Security Freeze: You have the right to put a security freeze on your credit file for up to one year at no cost. This will prevent
new credit from being opened in your name without the use of a PIN number that is issued to you when you initiate the freeze.
A security freeze is designed to prevent potential creditors from accessing your credit report without your consent. As a result,
using a security freeze may interfere with or delay your ability to obtain credit. You must separately place a security freeze on
your credit file with each credit reporting agency. In order to place a security freeze, you may be required to provide the
consumer reporting agency with information that identifies you including your full name, Social Security number, date of
birth, current and previous addresses, a copy of your state-issued identification card, and a recent utility bill, bank statement
or insurance statement.

Additional Free Resources: You can obtain information from the consumer reporting agencies, the FTC, or from your
respective state Attorney General about fraud alerts, security freezes, and steps you can take toward preventing identity theft.
You may report suspected identity theft to local law enforcement, including to the FTC or to the Attorney General in your
state.

Federal Trade Commission Maryland Attorney General New York Attorney General

600 Pennsylvania Ave, NW 200 St. Paul Place Bureau of Internet and Technology

Washington, DC 20580 Baltimore, MD 21202 Resources

consumer.ftc.gov, and oag.state.md.us 28 Liberty Street

www.ftc.gov/idtheft 1-888-743-0023 New York, NY 10005
1-877-438-4338 1-212-416-8433

North Carolina Attorney General Rhode Island Attorney General Washington D.C. Attorney General

9001 Mail Service Center 150 South Main Street 441 4th Street, NW

Raleigh, NC 27699 Providence, RI 02903 Washington, DC 20001

ncdoj.gov http://www.riag.ri.gov oag.dc.gov

1-877-566-7226 1-401-274-4400 1-202-727-3400

You also have certain rights under the Fair Credit Reporting Act (FCRA): These rights include to know what is in your
file; to dispute incomplete or inaccurate information; to have consumer reporting agencies correct or delete inaccurate,
incomplete, or unverifiable information; as well as other rights. For more information about the FCRA, and your rights
pursuant to the FCRA, please visit https://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf.
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SPECIAL MESSAGE FROM ALOHACARE

AlohaCare complies with applicable Federal civil rights laws and does not discriminate, exclude people, or treat people
differently because of:

e Race e Color
e National Origin o Age
e Disabilit e Sex

AlohaCare provides free aids and services to people with disabilities to communicate effectively with us, such as:
e Qualified sign language interpreters
e  Written information in other formats (large print, audio, accessible electronic formats, other formats)

AlohaCare provides free language services to people whose primary language is not English, such as:
e  Qualified interpreters
o Information written in other languages

If you need these services, contact AlohaCare at 808-973-0712.

If you believe that AlohaCare has failed to provide these services or discriminated in another way, you can file a
grievance with:

AlohaCare

Attn: Grievance and Appeals Division
1357 Kapi?olani Blvd., Ste. G101
Honolulu, HI 96814

Phone: 808-973-0712
Toll-free: 1-877-973-0712
TTY/TDD: 1-877-447-5990
Fax: 808-973-2140

Online: AlohaCare.org

You can file a grievance in person or by mail, fax, phone, or online. If you need help filing a grievance, AlohaCare staff
is available to help you.

You can also file a grievance with the U.S. Department of Health and Human Services, Office for Civil Rights,
electronically through  the Office for Civil Rights Complaint Portal, available at
https://ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail or phone at:

U.S. Department of Health and Human Services

200 Independence Avenue, SW

Room 509F, HHH Building

Washington, D.C. 20201

1-800-368-1019, 800-537-7697 (TDD)

Complaint forms are available at http://www.hhs.gov/ocr/office/file/index.html.



(English) Do you need help in another language? We will get you a free interpreter. Call 1-808-973-0712 to tell
us which language you speak. (TTY: 1-877-447-5990).

(Cantonese) I EEHEEEE? MAFTE, 58 E1-808-973-0712, KM SIRMU R BIEZRTS (TTY: 1-877-
447-5990).

(Chuukese) En mi niit alilis lon pwal eu kapas? Sipwe angei emon chon chiaku ngonuk ese kamo. Kokori 1-808-
973-0712 omw kopwe ureni kich meni kapas ka ani. (TTY: 1-877-447-5990).

(French) Awvez-vous besoin d'aide dans une autre langue? Nous pouvons vous fournir gratuitement des services
d'un interpréte. Appelez le 1-808-973-0712 pour nous indiquer quelle langue vous parlez. (TTY: TTY: 1-877-
447-5990).

(German) Brauchen Sie Hilfe in einer andereren Sprache? Wir koennen lhnen gern einen kostenlosen
Dolmetscher besorgen. Bitte rufen Sie uns an unter 1-808-973-0712 und sagen Sie uns Bescheid, welche Sprache
Sie sprechen. (TTY: 1-877-447-5990).

(Hawaiian) Makemake “oe i kokua i pili kekahi “olelo o na "aina “e? Makemake la maua i ki'i “oe mea unuhi
manuahi. E kelepona 1-808-973-0712 “oe ia la kaua a e ha'ina "oe ia la maua mea “olelo 0 na “aina “e. (TTY: 1-
877-447-5990).

(Ilocano) Masapulyo kadi ti tulong iti sabali a pagsasao? Ikkandakayo iti libre nga paraipatarus. Awaganyo ti 1-
808-973-0712 tapno ibagayo kadakami no ania ti pagsasao nga ar-aramatenyo. (TTY: 1-877-447-5990).

(Japanese) EA X, MMDEEIC, BIFERLEL LTVWETMN?2F=BIE, EADHIC, EHTER
FHET EEY, BFEES D, 1-808-973-071212, BEL T, A-BICEADEEINTWVSEELH
LETL =S, (TTY: 1-877-447-5990).

(Korean) CHE X012 = 20| BRI M37t REE 892 IS LICH 1-808-973-07122
oM AL Stz QIO E L AT HAIR (TTY: 1-877-447-5990).

(Mandarin) REEHEES B ? NEEE, EHE1-808-973-0712, KSR A FZEIFIRSS (TTY: 1-877-
447-5990).

(Marshallese) Kwoj aikuij ke jiban kin juon bar kajin? Kim naj lewaj juon am dri ukok eo ejjelok wonen. Kirtok
1-808-973-0712 im kwalok non kim kajin ta eo kwo melele im kenono kake. (TTY: 1-877-447-5990).

(Samoan) E te mana'o mia se fesosoani i se isi gagana? Matou te fesosoani e ave atu fua se faaliliu upu mo oe.
Vili mai i le numera lea 1-808-973-0712 pea e mana'o mia se fesosoani mo se faaliliu upu. (TTY: 1-877-447-
5990).

(Spanish) ¢Necesita ayuda en otro idioma? Nosotros le ayudaremos a conseguir un intérprete gratuito. Llame al
1-808-973-0712 y diganos que idioma habla. (TTY: 1-877-447-5990).

(Tagalog) Kailangan ba ninyo ng tulong sa ibang lengguwahe? Ikukuha namin kayo ng libreng tagasalin.
Tumawag sa 1-808-973-0712 para sabihin kung anong lengguwahe ang nais ninyong gamitin. (TTY: 1-877-447-
5990).

(Tongan) 'Oku ke fiema'u tokoni 'iha lea makehe? Te mau malava 'o 'oatu ha fakatonulea ta'etotongi. Telefoni ki
he 1-808-973-0712 ‘o fakaha mai pe koe ha 'ae lea fakafonua 'oku ke ngaue'aki. (TTY: 1-877-447-5990).

(Vietnamese) Ban c6 can giup d& bang ngon ngit khac khong ? Chiing t6i s€ yéu cau mot ngudi théng dich vién
mién phi cho ban. Goi 1-808-973-0712 noi cho ching t6i biét ban dung ngdén nglt nao. (TTY: 1-877-447-5990).

(Visayan) Gakinahanglan ka ba ug tabang sa imong pinulongan? Amo kang mahatagan ug libre nga
maghuhubad. Tawag sa 1-808-973-0712 aron magpahibalo kung unsa ang imong sinulti-han. (TTY: 1-877-447-
5990).
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